
Kelverion Automation 
Integration Pack for  
CA Spectrum 
 
 
 
 

System Center Orchestrator 
 

User’s Guide  
Version 3.3  



Kelverion Integration Pack for CA Spectrum 
Kelverion Automation 
Published: January 2019 

Feedback 
Send suggestions and comments about this document to support@kelverion.com



 

Contents 
Integration Pack for ...................................................................................................................... 1 
CA Spectrum ................................................................................................................................ 1 

User’s Guide ............................................................................................................................. 1 

Kelverion Integration Pack for CA Spectrum ................................................................................... 4 
System Requirements .................................................................................................................. 4 
Registering and Deploying the Integration Pack .......................................................................... 4 
Licensing the Integration Pack ..................................................................................................... 5 
Configuring CA Spectrum ............................................................................................................ 6 

Supporting CA Spectrum Event Types ..................................................................................... 6 
Generating EventTypes.xml .................................................................................................. 6 

Configuring Spectrum Server Host Security ............................................................................. 7 
CA Spectrum Support Files ...................................................................................................... 7 

Configuring the Integration Pack .................................................................................................. 8 

CA Spectrum Activities .................................................................................................................... 9 
Common Configuration Instructions for All Activities ................................................................... 9 

Activity Properties ..................................................................................................................... 9 
General Tab .............................................................................................................................. 9 
Properties/Filters Tab ............................................................................................................. 10 

Filter Behavior ..................................................................................................................... 10 
Run Behavior Tab ................................................................................................................... 10 

Multi-Value Published Data Behavior .................................................................................. 11 
Event Notifications ............................................................................................................... 11 

Published Data ........................................................................................................................ 11 

Acknowledge Alarm Activity .......................................................................................................... 13 

Clear Alarm Activity ....................................................................................................................... 14 

Create Event Activity ..................................................................................................................... 15 

Get Alarm Activity .......................................................................................................................... 17 

Get Alarm By Id Activity ................................................................................................................. 22 

Monitor Alarm Activity .................................................................................................................... 24 

Set Maintenance Mode Activity ..................................................................................................... 29 

Update Alarm Mode Activity .......................................................................................................... 30 



 

 4 

Kelverion Integration Pack for CA Spectrum 
The Integration Pack for CA Spectrum is an add-on for System Center Orchestrator that enables 
you to integrate with CA Spectrum and automate infrastructure management processes, such as 
creating events, updating and acknowledging alarms. 

System Requirements 
The Integration Pack for CA Spectrum requires the following software to be installed and 
configured prior to implementing the integration. For more information about installing and 
configuring Orchestrator and CA Spectrum, refer to the respective product documentation. 

• Microsoft System Center Orchestrator * 
• Microsoft .NET Framework 4.5.2 
• CA Spectrum 10.1 or CA Spectrum 10.3 
• Java 8 Update 51 32-bit (v1.8.0_51) 
 
* Please see Kelverion.com/orchestrator for the latest Orchestrator support information. 

Registering and Deploying the Integration Pack 
After you download the integration pack file, you must register it with the Orchestrator 
management server and then deploy it to Runbook Servers and Runbook Designers. For more 
information about how to install integration packs, see the How to Install an Integration Pack 
(https://technet.microsoft.com/en-us/library/hh420346.aspx). 

1. On the management server, copy the .OIP file for the integration pack to a local hard 
drive or network share. 

2. Confirm that the file is not set to Read Only to prevent unregistering the integration pack 
at a later date. 

3. Start the Deployment Manager. 
4. In the navigation pane of the Deployment Manager, expand Orchestrator Management 

Server, right-click Integration Packs to select Register IP with the Orchestrator 
Management Server. The Integration Pack Registration Wizard opens. 

5. Click Next. 
6. In the Select Integration Packs or Hotfixes dialog box, click Add. 
7. Locate the .OIP file that you copied locally from step 1, click Open and then click Next. 
8. In the Completing the Integration Pack Wizard dialog box, click Finish. 
9. On the End User Agreement dialog box, read the Kelverion License Terms, and then 

click Accept. 

To register the integration pack: 

https://www.kelverion.com/orchestrator
https://technet.microsoft.com/en-us/library/hh420346.aspx
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10. The Log Entries pane displays a confirmation message when the integration pack is 
successfully registered. 

To deploy the integration pack: 
1. In the navigation pane of the Deployment Manager, right-click Integration Packs, click 

Deploy IP to Runbook Server or Runbook Designer. 
2. Select the integration pack that you want to deploy, and then click Next. 
3. Enter the name of the runbook server or computers with the Runbook Designer installed, 

on which you want to deploy the integration pack, click Add, and then click Next. 
4. Continue to add additional runbook servers and computers running the Runbook 

Designer, on which you want to deploy the integration pack. Click Next. 
5. In the Installation Options dialog box, configure the following settings. 
6. To choose a time to deploy the integration pack, select the Schedule installation check 

box, and then select the time and date from the Perform installation list. 
7. Click one of the following: 

a. Stop all running runbooks before installing the integration pack to stop all 
running runbooks before deploying the integration pack. 

b. Install the Integration Packs without stopping the running Runbooks to 
install the integration pack without stopping any running runbooks. 

8. Click Next. 
9. In the Completing Integration Pack Deployment Wizard dialog box, Click Finish. 
10. When the integration pack is deployed, the Log Entries pane displays a confirmation 

message. 
 

IMPORTANT:  If you are upgrading an existing deployment of this integration pack and you are 
currently using version 2.1 or earlier, must contact your sales contact or info@kelverion.com to 
obtain a new license before upgrading to this version. 

Licensing the Integration Pack 
After you register and deploy the integration pack you must provide a valid Kelverion license 
before running any runbooks that contain activities from the integration pack 

To deploy the integration pack license file 
1. Copy the .KAL license file to %PROGRAMFILES(X86)%\Kelverion Automation\Licenses  
2. Repeat for each Orchestrator Runbook Server and Runbook Designer host system.   

  



 

 6 

Configuring CA Spectrum 
This section covers supporting Event Types by generating a custom XML file that matches your 
environment exactly, Spectrum Server Host Security, and copying Support Files to Orchestrator. 
The integration pack requires an eventtypes.xml file which defines CA Spectrum event types 
and their parameters. The eventtypes.xml file must be generated using the Java utility which is 
installed with the IP. The generated eventtypes.xml file must be copied to Program Files 
(x86)\Common Files\Microsoft System Center 2012\Orchestrator\Extensions\Support\Integration 
Toolkit\a741c3a6-ab83-4065-a410-676a36038ea3.   
All integration pack activities that use a given configuration will share the same event type and 
model types definitions. After making changes to the type files you should review and save each 
integration pack activity that is dependent on the configuration to ensure that the new type 
definitions are integrated into your runbooks.  

Supporting CA Spectrum Event Types  
The Catalog Utility is provided to assist in generating the EventTypes.xml support file, which in 
turn provides a list of available event types to the Create Event activity. This utility must be run on 
the Spectrum server in order to generate the EventTypes.xml file, which then needs to be 
transferred back to your System Center Orchestrator server. 
Generating EventTypes.xml 

1. Copy the CatalogUtility.jar file, located in Program Files (x86)\Common Files\Microsoft 
System Center 2012\Orchestrator\Extensions\Support\Integration Toolkit\a741c3a6-
ab83-4065-a410-676a36038ea3, to your CA Spectrum Server. 

2. On the Spectrum Server open a Command Prompt and change directories to the location 
you copied the CatalogUtility.jar. 

3. Run the following command  
java -jar CatalogUtility.jar eventtypes <CsEvFormatFolderPath> 
<outputFolderPath> 
• CsEvFormatFolderPath is the path to CsEvFormat folder which is located at 

<SPECTRUMROOT>\Spectrum\SG-Support\CsEvFormat  
• OutputFolderPath is the temporary output folder that will contain the 

EventTypes.xml.  
Example: C:\win32app\Spectrum\Java\bin\java.exe -jar 
CatalogUtility.jar eventtypes "C:\win32app\Spectrum\SG-
Support\CsEvFormat" "C:\temp" 

 
4. Copy the generated EventTypes.xml back to the Microsoft System Center Integration 

Server and place it in the folder Program Files (x86)\Common Files\Microsoft System 
Center 2012\Orchestrator\Extensions\Support\Integration Toolkit\a741c3a6-ab83-4065-
a410-676a36038ea3. 

Note that copying and pasting the command line from this document may introduce 
invalid hidden command line characters. 
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Configuring Spectrum Server Host Security 
The integration pack is using the Spectrum Java API to create events/alarms on the Spectrum 
server.  This requires configuring the Spectrum server Host Security so that the IP has sufficient 
permissions to access the Spectrum server. 
 
In the CA Spectrum Control Panel, click on Host Security and add to the Server List the name of 
the machine where the integration pack has been installed. If needed, also configure the user list 
with the user used by the IP to connect to the Spectrum server. 
 
For more details refer to CA Spectrum Administration Guide. 
CA Spectrum Support Files 
The following files must be copied from your CA Spectrum environment 
(<SPECTRUMROOT>\Spectrum\lib) to your Microsoft System Center Orchestrator Server and 
placed in folder Program Files (x86)\Common Files\Microsoft System Center 
2012\Orchestrator\Extensions\Support\Integration Toolkit\a741c3a6-ab83-4065-a410-
676a36038ea3. The Java bin folder must also be specified in your PATH environment variable. 
  

• cryptojFIPS.jar 
• global100.jar 
• lm.jar 
• ssorb100.jar 
• ssorbutil100.jar 
• util100.jar 
• utilapp100.jar 
• utilnet100.jar 
• utilsrv100.jar 
• vbhelper100.jar 
• vbjorb.jar 
• vbsec.jar 
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Configuring the Integration Pack 
A connection establishes a reusable link between Orchestrator and a CA Spectrum server. You 
can create as many connections as you require specifying links to multiple Spectrum servers. 
You can also create multiple connections to the same server to allow for differences in security 
permissions for different user accounts. 
 
Please complete the section Configuring CA Spectrum before proceeding to ensure your 
environment is correctly configured 

1. In the Client, click the Options menu, and select KA CA Spectrum. The KA CA 
Spectrum dialog box appears. 

2. On the Configurations tab, click Add to begin the configuration setup. The Add 
Configuration dialog box appears. 

3. In the Name box, enter a name for the configuration. This could be the name of the 
Spectrum server or a descriptive name to distinguish the type of configuration. 

4. Click the ellipsis button (…) next to the Type box and select CA Spectrum. 
5. In the Server URL box, enter the URL of the CA Spectrum web service. For example: 

http://vm-spectrum:80/spectrum/restful or https://172.16.254.1:443/spectrum/restful 
6. In the Server Port box enter the port used by the Spectrum Java API to communicate 

with the Spectrum server. 
7. In the User Name and Password boxes, type the credentials that Orchestrator will use to 

connect to the CA Spectrum server. 
8. If configuring a proxy HTTP server, in the Proxy Address box enter the URL of the proxy 

server.  For example: http://192.168.5.19:8080. 
9. If configuring a proxy HTTP server, in the Proxy User Name and Proxy Password 

boxes type the credentials that the IP will use to connect to the proxy server. 
10. If configuring a proxy HTTP server, in the Proxy Domain box type the proxy domain, if 

any. 
11. In the Skip Certificate Validation box, specify True to skip certificate validation or False 

to not skip validation. This applies only when connecting to the server over HTTPS. 
12. Add additional connections if applicable 
13. Click OK to close the configuration dialog box, and then click Finish. 

 

  

To set up a CA Spectrum configuration: 
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CA Spectrum Activities 
This integration pack adds the KA CA Spectrum category to the Activities pane in the Client. 
This category contains the following activities: 
 

• Acknowledge Alarm 
• Clear Alarm 
• Create Event 
• Get Alarm 
• Get Alarm By Id 
• Monitor Alarm 
• Set Maintenance Mode 
• Update Alarm 

Common Configuration Instructions for All 
Activities 
The following configuration instructions apply to all activities in this integration pack. Links to this 
section are included in the configuration instructions for each activity. 

Activity Properties 
Each activity has a set of required or optional properties that define the configuration of that 
activity. This includes how it connects to other activity or how the activity performs its actions. You 
can view or modify activity properties in the Orchestrator Client. 

1. Double-click the activity. Alternatively, you can right-click the activity, and then click 
Properties. 

2. To save your configuration entries, click Finish. 

In the activity properties dialog box, several tabs along the left side provide access to general and 
specific settings for the activity. Although the number of available tabs for activity properties 
differs from activity to activity, all activities will have a General tab, a Properties tab and/or 
Filters tab, and a Run Behavior tab. Some activities may have additional tabs. 

General Tab 
This tab contains the Name and Description properties for the activity. By default, the Name of 
the activity is the same as its activity type, and the Description is blank. You can modify these 
properties to create more descriptive names or provide detailed descriptions of the actions of the 
activity. 

To configure the properties for an activity 
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Properties/Filters Tab 
These tabs contain properties that are specific to the activity. 
All activities in this integration pack have the Configuration Name property at the top of the 
Properties tab. This property is used to specify the connection to a CA Spectrum server. 

• Click the ellipsis (…) button next to the Name field, and then select the applicable 
connection name. Connections displayed in the list have been previously configured as 
described in Configuring the CA Spectrum Connections. 

Filter Behavior 
The Monitor and Get activities use filters to determine the values that will invoke a runbook or 
retrieve activities. Property values of potential candidates are compared to the values of the filters 
to determine if they meet the criteria. When matching against values, you select one of the 
available methods of comparison. An option is provided to either match or not match the filter 
using each method. For example, the "Does not" version of a method causes alerts that do not 
match the filter to trigger the runbook. The Monitor activity will only trigger if all filters match and 
the Get activity will only return Alarms that match all filters.  

• Equals: the field of the record exactly matches the text or number specified in the filter. 
• Does not equal: the field of the record does not exactly match the text or number 

specified in the filter. 
• Is less than: the field of the record is less than the number specified in the filter. 
• Is less than or equal to: the field of the record is less than or equal to the number 

specified in the filter. 
• Is greater than: the field of the record is greater than the number specified in the filter. 
• Is greater than or equal to: the field of the record is greater than or equal to the 

number specified in the filter. The wildcard characters, ‘%’ and ‘_’ can be used to match 
multiple characters or a single character, respectively. 

• Matches: use wildcards to specify a pattern that the text must match. The two wildcard 
values are the percent (%) and the underscore (_). The percent will match any number 
of characters, while the underscore will only match a single character.  

• Does not match: use wildcards to specify a pattern that the text does not match. The 
two wildcard values are the percent (%) and the underscore (_). The percent will match 
any number of characters, while the underscore will only match a single character.  

Run Behavior Tab 
This tab contains the properties that determine how the activity handles multi-value published 
data and what notifications will be sent if the activity fails or runs for an excessive period of time. 

To configure the Configuration Name property 
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Multi-Value Published Data Behavior 
The Get activities retrieve information from another activity or outside source, and can return one 
or more values in the published data. For example, when you use the Get Collection Member 
activity, the data output from that activity might be a list of computers that belong to the specified 
collection. 
By default, the data from the Get activity will be passed on as multiple individual outputs. This 
invokes the next activity as many times as there are items in the output. Alternatively, you can 
provide a single output for the activity by enabling the Flatten option. When you enable this 
option, you also choose a formatting option: 

• Separate with line breaks. Each item is on a new line. This format is useful for creating 
human-readable text files for the output. 

• Separate with _ . Each item is separated by one or more characters of your choice. 
• Use CSV format. All items are in CSV (comma-separated value) format. This format is 

useful for importing data into spreadsheets or other applications.  
The activity will produce a new set of data every time it runs. The Flatten feature does not flatten 
data across multiple instances of the same activity.  

Event Notifications 
Some activities are expected to take a limited amount of time to complete. If they do not complete 
within that time they may be stalled or there may be another issue preventing them from 
completing. You can define the number of seconds to wait for completion of the action.  After this 
period a platform event will be sent and the issue will be reported. You can also choose whether 
to generate a platform event if the activity returns a failure.  

1. In the Event Notifications box, enter the number of seconds of run time before a 
notification is generated. 

2. Select Report if activity fails to run to generate run failure notifications.  
For more information about Orchestrator events, see the “Event Notifications " topics in the 
Runbook Properties (https://technet.microsoft.com/en-us/library/hh489610.aspx#Event 
Notifications).  

Published Data 
Published data is the foundation of a working runbook. It is the data produced as a result of the 
actions of an activity. This data is published to an internal data bus that is unique for each 
runbook. Subsequent activities in the runbook can subscribe to this data and use it in their 
configuration. Link conditions also use this information to add decision-making capabilities to 
runbooks. 
An activity can only subscribe to data from the activities that are linked before it in the runbook. 
You can use published data to automatically populate the property values needed by activities.  
 

To be notified when the activity takes longer than a specified time to run or fails to run 

https://technet.microsoft.com/en-us/library/hh489610.aspx#Event%20Notifications


 

 12 

1. Right-click the property value box, click Subscribe, and then click Published Data.  
2. Click the Activity drop-down box and select the activity from which you want to obtain 

the data. 
3. To view additional data elements common to all activities, select Show Common 

Published Data. 
4. Click the published data element that you want to use, and then click OK.  

For a list of the data elements published by each activity, see the Published Data tables in the 
activity topic. For information about the common published data items, see the Published Data 
(http://technet.microsoft.com/en-us/library/hh403821.aspx). 

  

To use published data 

http://technet.microsoft.com/en-us/library/hh403821.aspx
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Acknowledge Alarm Activity 
The Acknowledge Alarm activity is used in a runbook to acknowledge an alarm in CA Spectrum.  

The following tables list the required properties and published data for this activity.  

Acknowledge Alarm Required Properties 

Element Description Valid Values 

Alarm Id The unique Id of the alarm to acknowledge String 

Acknowledged Set Acknowledge to True to acknowledge the alarm, set to False 
to un-acknowledge the alarm. 

True 
False 

Acknowledge Alarm Published Data 

Name Description Valid Values 

Alarm Id The unique Id of the acknowledged alarm String 
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Clear Alarm Activity 
The Clear Alarm activity is used in a runbook to clear an alarm in Spectrum. 

The following tables list the required properties and published data for this activity.  

Clear Alarm Required Properties 

Element Description Valid Values 

Alarm Id The unique Id of the alarm to clear String 

Clear Alarm Published Data 

Name Description Valid Values 

Alarm Id The unique Id of the cleared alarm String 
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Create Event Activity 
The Create Event activity is used in a runbook to create an Event in Spectrum. 
Note: When viewing Events in the CA Spectrum OneClick Console, please verify that the 
OneClick Connection Status is green and fully operational and that your Spectrum server is 
configured and operating properly. If the Spectrum Archive Manager is not running events will not 
be visible in the OneClick Console. The Archive Manager can be started from the Spectrum 
Control Panel. Please refer to CA Spectrum documentation. 
Note: When creating an event on a model in maintenance mode, the event will be created but will 
not appear in the OneClick Console. Alarms that are generated by the event can be retrieved 
using the Get Alarm Activity.  

The following tables list the required properties and published data for this activity.  

Create Event Required Properties 

Element Description Valid Values 

Model Handle The model handle to create the event on. String 

Event Code The event code of the event to create. String 

Severity The severity of the event valid values are 0 through 100, 100 
being the highest severity 

0 to 100 

Event 
Variables 

The following lists the variable types and valid value for each 
type. For more information on event configuration and formatting 
refer to the CA document “CA Spectrum Infrastructure Manager 
Event Configuration User Guide” section “Variable Descriptions 
and Syntax” 
{o #} – integer 
{O #} – string separated with “.” (ex. 
7.219.11.17.9.14.20.0.45.5.0) 
{X #} or {x #} – string in hex separated with “:” (ex. a MAC 
Address 01:23:45:67:89:ab) 
{S #} – string  
{B #} – 0 or 1 
{I #} – integer 
{L #}- integer 
{U #} – integer 
{R #} – real number 
{H #} – integer 
{K #} – date string in hex separated with “:” (ex. 2011-11-17 
09:14:20:00 -5:00 would be 07:db:0b:11:09:0e:14:00:2d:05:00) 
{G #} – number of milliseconds, formatted in event as 
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Element Description Valid Values 

d+hh:mm:ss 
{D #} – number of seconds since 1969, formatted in event as 
datetime string 
{T <event table file> #} – string corresponding to provided 
attribute number, as mapped in <event table file> 
{Y <event table file> #} – string corresponding to provided OID, 
as mapped in <event table file> 
{Z <event table file> #} – string corresponding to provided integer 
bit value, as mapped in <event table file> 
{A #} – IP address format (v4) 

Create Event Published Data 

Name Description Valid Values 

Event Id The unique Id of the created event String 
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Get Alarm Activity 
The Get Alarm activity retrieves alarms from CA Spectrum that satisfy filter criteria that you 
specify. 

The following tables list the filters and published data for this activity.  

Get Alarm Filters 

Element Description Filters Valid Values 

Acknowledged The acknowledged state of the 
alarm 

Equals 
Does not equal 

True 
False 

Alarm Source The source of the alarm Equals 
Does not equal 

 

Cause Code The cause code of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Cause Count The cause count of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Clearable The clearable state of the 
alarm 

Equals 
Does not equal 

True 
False 

Cleared by Name The name of the user that 
cleared the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Date/Time Creation date and time of the 
alarm 

Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 

DateTime 
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Element Description Filters Valid Values 
Is less than 
Is greater than 

Model ID The model ID of the alarm Equals 
Does not equal 

String 

Model Type ID The model type Id of the alarm Equals 
Does not equal 

String 

Model Type Name The model type name of the 
alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Name The name of the alarm Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Network Address The network address 
associated with the cause of 
the alarm 

Equals 
Does not equal 

String 

Occurrences The number of occurrences  Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Primary Alarm Boolean value that states if this 
is a primary alarm 

Equals 
Does not equal 

True 
False 

Secure Domain The secure domain associated 
with this alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 
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Element Description Filters Valid Values 

Severity The severity level of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Status The status of the alarm Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Symptom Count The symptom count of the 
alarm 

Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Trouble Ticket Id The trouble ticket Id associated 
with the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Troubleshooter The troubleshooter name 
assigned to the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Troubleshooter 
Model Handle 

The model handle of the 
troubleshooter assigned to the 
alarm 

Equals 
Does not equal 

String 
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Get Alarm Published Data 

Element Description Valid Values 

Alarm Title The title of the alarm String 

Originating Event The originating event of the alarm String 

Alarm Id The unique Id of the alarm String 

Acknowledged The acknowledged state of the alarm True 
False 

Alarm Source The source of the alarm  

Cause Code The cause code of the alarm Number 

Cause Count The cause count of the alarm Number 

Clearable The clearable state of the alarm True 
False 

Cleared by Name The name of the user that cleared the alarm String 

Date/Time Creation date and time of the alarm DateTime 

Model Handle of 
Alarmed Model 

The model handle of the alarmed model String 

Model ID The model ID of the alarm String 

Model Type ID The model type Id of the alarm String 

Model Type Name The model type name of the alarm String 

Name The name of the alarm String 

Network Address The network address associated with the cause of the 
alarm 

String 

Occurrences The number of occurrences  Number 

Primary Alarm Boolean value that states if this is a primary alarm True 
False 

Resolved Boolean value that states if this alarm has been resolved True 
False 

Secure Domain The secure domain associated with this alarm String 

Severity The severity level of the alarm Number 

Status The status of the alarm String 

Symptom Count The symptom count of the alarm Number 

Trouble Ticket Id The trouble ticket Id associated with the alarm String 
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Element Description Valid Values 

Troubleshooter The troubleshooter name assigned to the alarm String 

Troubleshooter Model 
Handle 

The model handle of the troubleshooter assigned to the 
alarm 

String 
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Get Alarm By Id Activity 
The Get Alarm By Id activity is used in a runbook to retrieve an alarm by Id. 

The following tables list the required properties and published data for this activity.  

Get Alarm By Id Required Properties 

Element Description Valid Values 

Alarm Id The unique Id of the alarm to retrieve String 

Get Alarm By Id Published Data 

Element Description Valid Values 

Alarm Title The title of the alarm String 

Originating Event The originating event of the alarm String 

Alarm Id The unique Id of the alarm String 

Acknowledged The acknowledged state of the alarm True 
False 

Alarm Source The source of the alarm  

Cause Code The cause code of the alarm Number 

Cause Count The cause count of the alarm Number 

Clearable The clearable state of the alarm True 
False 

Cleared by Name The name of the user that cleared the alarm String 

Date/Time Creation date and time of the alarm DateTime 

Model Handle of 
Alarmed Model 

The model handle of the alarmed model String 

Model ID The model ID of the alarm String 

Model Type ID The model type Id of the alarm String 

Model Type Name The model type name of the alarm String 

Name The name of the alarm String 

Network Address The network address associated with the cause of the 
alarm 

String 

Occurrences The number of occurrences  Number 

Primary Alarm Boolean value that states if this is a primary alarm True 
False 
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Element Description Valid Values 

Resolved Boolean value that states if this alarm has been resolved True 
False 

Secure Domain The secure domain associated with this alarm String 

Severity The severity level of the alarm Number 

Status The status of the alarm String 

Symptom Count The symptom count of the alarm Number 

Trouble Ticket Id The trouble ticket Id associated with the alarm String 

Troubleshooter The troubleshooter name assigned to the alarm String 

Troubleshooter Model 
Handle 

The model handle of the troubleshooter assigned to the 
alarm 

String 
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Monitor Alarm Activity 
The Monitor Alarms activity is used in a runbook to monitor Spectrum for new or modified alarms 
using filter criteria that you specify. Cleared alarms can be monitored but does not support 
filtering. 

The following tables list the required properties, filters and published data for this activity. 
Additional filters and published data are generated based on the object type that is selected when 
you define the activity. 

Monitor Alarm Required Properties 

Element Description Valid Values 

Monitor 
Interval 

The interval in seconds that the monitor waits each time it polls 
CA Spectrum for changes. 

Integer 

Monitor Type Determines when the monitor triggers. 
 

New 
Updated 
Cleared 

Monitor Alarm Filters 
Note: At least one filter must be specified or the activity will fail notifying the user to add a filter. 
When monitoring for update alarms only fields that have filters specified will trigger the monitor. 
Prior to configuring the Monitor Type to ‘Updated’, it is recommended the customer should 
consider the various fields that are likely to get updated. This consideration is advised due to the 
trigger constraints filters place on the monitor. 
 
 The following filters apply only when Monitor Type is New or Updated. 

Element Description Filters Valid Values 

Acknowledged The acknowledged state of the 
alarm 

Equals 
Does not equal 

True 
False 

Alarm Source The source of the alarm Equals 
Does not equal 

 

Cause Code The cause code of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Cause Count The cause count of the alarm Equals 
Does not equal 

Number 
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Element Description Filters Valid Values 

Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Clearable The clearable state of the alarm Equals 
Does not equal 

True 
False 

Cleared by 
Name 

The name of the user that cleared 
the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Date/Time Creation date and time of the 
alarm 

Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

DateTime 

Model Handle of 
Alarmed Model 

The model handle of the alarmed 
model 

Equals 
Does not equal 

String 

Model Type ID The model type Id of the alarm Equals 
Does not equal 

String 

Model Type 
Name 

The model type name of the alarm Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Name The name of the alarm Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 
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Element Description Filters Valid Values 

Network 
Address 

The network address associated 
with the cause of the alarm 

Equals 
Does not equal 

String 

Occurrences The number of occurrences  Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Primary Alarm Boolean value that states if this is 
a primary alarm 

Equals 
Does not equal 

True 
False 

Resolved Boolean value that states if this 
alarm has been resolved 

Equals 
Does not equal 

True 
False 

Secure Domain The secure domain associated 
with this alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Severity The severity level of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 
Is greater than 

Number 

Status The status of the alarm Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Symptom Count The symptom count of the alarm Equals 
Does not equal 
Is less than or equal to 
Is greater than or equal to 
Is less than 

Number 
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Element Description Filters Valid Values 

Is greater than 

Trouble Ticket 
Id 

The trouble ticket Id associated 
with the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Troubleshooter The troubleshooter name 
assigned to the alarm 

Equals 
Does not equal 
Contains 
Does not contain 
Starts with 
Ends with 

String 

Troubleshooter 
Model Handle 

The model handle of the 
troubleshooter assigned to the 
alarm 

Equals 
Does not equal 

String 

 

Monitor Alarm Published Data 
Note: The following published data applies only when Monitor Type is New or Updated. Only 
Alarm Id is available when Monitor Type is Cleared. 

Element Description Valid Values 

Alarm Title The title of the alarm String 

Alarm Count  The Number of alarms returned Number 

Originating Event The originating event of the alarm String 

Alarm Id The unique Id of the alarm String 

Acknowledged The acknowledged state of the alarm True 
False 

Alarm Source The source of the alarm  

Cause Code The cause code of the alarm Number 

Cause Count The cause count of the alarm Number 

Clearable The clearable state of the alarm True 
False 

Cleared by Name The name of the user that cleared the alarm String 
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Element Description Valid Values 

Date/Time Creation date and time of the alarm DateTime 

Model Handle of 
Alarmed Model 

The model handle of the alarmed model String 

Model Type ID The model type Id of the alarm String 

Model Type Name The model type name of the alarm String 

Name The name of the alarm String 

Network Address The network address associated with the cause of the 
alarm 

String 

Occurrences The number of occurrences  Number 

Primary Alarm Boolean value that states if this is a primary alarm True 
False 

Resolved Boolean value that states if this alarm has been resolved True 
False 

Secure Domain The secure domain associated with this alarm String 

Severity The severity level of the alarm Number 

Status The status of the alarm String 

Symptom Count The symptom count of the alarm Number 

Trouble Ticket Id The trouble ticket Id associated with the alarm String 

Troubleshooter The troubleshooter name assigned to the alarm String 

Troubleshooter Model 
Handle 

The model handle of the troubleshooter assigned to the 
alarm 

String 
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Set Maintenance Mode Activity 
The Set Maintenance Mode activity is used in a runbook to place a managed item into 
maintenance. 

The following tables list the required properties and published data for this activity. The activity 
publishes all of the data from the required properties and configuration into published data.  

Set Maintenance Mode Required Properties 

Element Description Valid Values 

Model Handle The Model Handle of the managed item to place into 
maintenance mode 

String 

Maintenance 
Mode State 

The maintenance mode state. Enabled 
Disabled 
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Update Alarm Mode Activity 
The Update Alarm activity is used in a runbook to update an alarm in Spectrum. 

The following tables list the required properties and published data for this activity. The activity 
publishes all of the data from the required properties and configuration into published data.  

Update Alarm Required Properties 

Element Description Valid Values 

Alarm Id The unique Id of the alarm to update String 

Update Alarm Optional Properties 

Element Description Valid Values 

Acknowledged Set Acknowledge to True to acknowledge the alarm, set to 
False to unacknowledge the alarm. 

True 
False 

Alarm Status The status of the alarm String 

Trouble Ticket Id The unique Id of a trouble ticket String 

Troubleshooter 
Model Handle 

The handle of the troubleshooter assigned to this alarm String 

Update Alarm Published Data 

Name Description Valid Values 

Alarm Id The unique Id of the cleared alarm String 
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